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Over 70% of cybersecurity breaches last year were 
financially motivated and 60% of companies reported 
one or more attack. And whilst those statistics might seem 
alarming, they are less threatening to organisations with 
robust security protection in place. Many feel there's a 
competitive advantage to be gained over competitors who 
don't have the right levels of cybersecurity.

One of the issues IT leaders face is attracting high quality 
cybersecurity talent to protect them from the raft of 
damaging threats, that range from data and information 
breaches to denial of service (DDOS) attacks. Working 
with a credible security partner is crucial in maintaining 
dynamic, resilient protection and the associated business 
benefits that go with it.   

The days of cybersecurity being a digital afterthought 
are long gone, and 2020 will be the year that C-suite 
executives and their IT leaders review and support the 
fight against cybercrime. 

They'll ensure security is built into every part of the 
digital enterprise, removing inadequate practices that 
leave them vulnerable to an attack. Leaders should also 
follow the analyst's advice by having their cybersecurity 
independently assessed to ensure they are doing all they 
can to keep their systems and data secure.

Simon Watkins

Dealing with the Threats 
from Cyber Space

Ian Bell

Our use of Cloud Computing and web-based systems 
underpins a transformation in working culture. Working 
anywhere, at any time, has become the norm, and 
our email, unified communications, intranets, finance 
and CRM systems have moved away from on-premise 
equipment to more centralised hosted and public cloud 
services, and this architecture is set to change again. Our 
working practices have also changed with the availability 
of UC and collaboration tools in both public and private 
cloud environments, and this has led to fundamental 
changes in business continuity and the adoption of a 
distributed workforce supported by the enhancements in 
cloud architectures.
 
A new class of application has emerged requiring the 
computing to the point where the service is consumed. 
This is driven by a need to reduce network latency 
delays to enable real time data, due to developments 
in technologies such as machine learning, artificial 
intelligence and the internet of things (IoT). 
 
Distributed cloud infrastructure known as edge computing 
enables us to place our cloud services in the location of 
our choice, taking advantage of reduced connectivity 
costs and near instant access to data and resources. The 
days of centralised cloud service architectures are not 
quite over yet, and distributed cloud is still in its infancy, 
but with the growth in machine learning (ML) and the 
internet of things (IoT) the demand for edge computing is 
set to rise rapidly. 

Cloud Computing and the
Empowered Edge

Chris Langlois

Significant advancements in networking now offer 
increased agility, simplified management and a "security 
everywhere" approach, as technologies converge. We 
are moving towards "Zero Trust" infrastructures that 
have advanced perimeter defence systems and rigorous 
interrogation of internal and remotely connected devices 
or things.

New application-centric networks react to organisational 
needs by understanding business priorities. The good 
news for IT leaders who centralise usage policies, is that 
everything becomes more manageable, efficient, scalable 
and secure. 

Software Defined Networking (SD WAN and LAN) uses 
encryption to route traffic according to application 
behaviour and priority, without sacrificing protection for 
agility. Policy enforcement and operational decisions are 
also much easier.

 It's a major step forward in networking. Organisations 
should start to plan their journey to a Software 
Defined infrastructure, but a "Big Bang" approach 
should be avoided. A review of priorities and a staged 
implementation with tangible, incremental benefits would 
be my advice. 

Intelligent Connectivity - Software 
Defined Networks

Why now is the 
time to review 
your Business 
Technology & 
Digital Strategy

In a world where the only constant is change, the start 
of the new decade seems particularly appropriate 
as Business and IT leaders consider how to use 
technology to gain a competitive advantage. There 
are paradigm shifts taking place in core IT services 
that support business operations, and as technology 
becomes ever more interlinked, we must embrace 
the positives and manage the challenges regardless 
of the size of your organisation.

Threats from Cyberspace are at epidemic proportions 
and they're becoming ever more menacing. Cloud 
and web-based applications and our work anywhere 
ethos extend the attack surface area, and thus our 
vulnerabilities. Networks are expected to absorb and 
manage exponential growth by routing traffic based 
on priority and scaling to deal with spikes in usage to 
minimise annoying latency delays, this becomes even 
more critical as the workforce becomes distributed 
and the adoption of collaboration tools increases. 
Globally, 2020 will bring the launch of Mobile (5G) 
and Wi-Fi (6) next-generation networks, to increase 
speeds and improve the user experience, making the 
boundaries between fixed and mobile increasingly 
indistinguishable. And Artificial Intelligence (AI) and 
the Internet of Things (IoT) will start to become more 
visible and relevant in our day to day lives.

I've asked my team of consultants at Sure to take a 
look at the latest and future technology developments 
and what they'll mean for business leaders as they 
strive to make our lives more productive and secure. 

Andy Winslade

Wi-Fi 6 is the next generation Wi-Fi connecting you to 
services by improving basics like speed and coverage 
range. It will redefine the Wi-Fi experience for users who 
are simultaneously connected in the same location. 
Current Wi-Fi solutions can only communicate with 
a limited number of devices at once, but Wi-Fi 6 can 
make this process more effective by sharing the network 
infrastructure more efficiently across a larger number of 
connected devices.

crucially though, Wi-Fi and devices need to be Wifi-6 
enabled to benefit, and our ever-increasing preference 
for Wi-Fi over fixed infrastructure makes this a vital 
component of successful digital transformation projects
Last year estimates put the number of connected devices 
globally at 7 billion, and the IDC estimates 42 billion by 
2025. No surprise then that businesses are introducing 
more AI based solutions to imitate humans and manage 
the ecommerce and digital explosion. Virtual assistants 
and chatbots, are commonplace in the customer service 
arena. Hey Alexa, Siri, Google - need I say more? 

Organisations will use AI technology to plug gaps in 
workforce skills shortages, and customer demand 
for services and information. A great example is how 
we now manage network connection policies, and 
always-on network security monitoring. AI helps utility 
companies forecast consumer demand, and it's enabling 
the development of self-driving cars which is to be 
enhanced and underpinned by 5G connectivity and edge 
computing. I think it's fair to say this will be a significant 
part of all our futures! 

Wi-Fi 6 and more Artificial
Intelligence (AI)
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Next generation 5G networks will launch across the world 
from 2020. With the potential to greatly improve our lives, 
5G will deliver unprecedented speeds of up to 20 Gbps 
with greater resilience, and very low latency. In addition 
to the consumer benefits, 5G will support the growth of 
"Software Defined" wide area networks (SD-WAN), by 
providing an additional option for the dynamic and secure 
routing of priority traffic between business locations.

As organisations expand globally through mergers and 
acquisitions, 5G will alleviate the pressure and delays of 
integration by providing instantly scalable and secure 
connectivity, while the fixed infrastructure catches up.
The additional capacity offered by 5G will enable large 
numbers of mobile devices to seamlessly communicate 
in close proximity, supporting the much-hyped explosion 
in the "Internet of Things" (IoT) and the "Internet of 
Everything" (IoE). As IoT device numbers increase, the 
amount of data to be processed at high speed follows, 
and 5G will enable this. It won't just be about streaming 
HD movies to our smartphones without buffering!

New and more meaningful technologies will emerge and 
change our lives. 5G's low-latency performance means 
remote surgery is on the horizon - where surgeons 
perform operations using a Virtual Reality headset 
connected to a robotic arm, with real-time feedback.
The beneficial impact on the digital landscape will be 
significant, it's a real game changer!

5G and the Internet of Things (IoT)
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